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QUESTION 1

An architect is designing a new greenfield environment that will install ESXi on local disks. There is a requirement to
streamline initial and future installations of ESXi hosts.

Which configuration option should the architect recommend for installing ESXi hosts to meet these requirements?
A. Installation with kick start script

B. Auto Deploy with stateless caching mode

C. Manual installation using boot from SAN

D. Auto Deploy with stateful install mode

Correct Answer: B

QUESTION 2

An architect is designing a new vSphere platform to meet a list of requirements from the security team.
Which two requirements would be classified as non-functional requirements? (Choose two.)

A. Migration of virtual machines between hosts must be encrypted

B. Log information must be verbose to support incident resolution

C. Critical events generated within the platform must be logged to an external Syslog service

D. Data integrity must be ensured

E. A common content library must be maintained across all data centers

Correct Answer: BC

QUESTION 3

An architect is designing a vSphere environment for a customer based on the following information:
The vSphere cluster will have three hosts only due to budget considerations.

A database cluster (node majority) consisting of three virtual machines will be running on the vSphere
cluster.

Which two recommendations can the architect make so that the customer achieves the highest level of
application availability while taking into consideration operational resiliency? (Choose two.)

A. Create VM-VM anti-affinity rules
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B. Set das.respectvmvmantiaffinityrules to false
C. Create VM-Host anti-affinity rules

D. Disable vSphere HA during maintenance

E. Set das.ignoreinsufficienthbdatastore to true

Correct Answer: BC

QUESTION 4

An architect is designing a solution for an environment with two types of resource profiles that must be virtualized. The
first type consists of Tier 1 virtual machines that are disk I/O intensive, but do NOT require high CPU or memory. The
second type consists of Tier 2 virtual machines that require a lower CPU and memory allocation and have minimal disk
I/0.

Which design recommendation should the architect make for distributing the resource profiles?

A. Separate the two resource profiles into two clusters. The Tier 1 cluster will have fast storage while the Tier 2 cluster
will not.

B. Run both resource profiles on the same cluster with the same host hardware platform.

C. Separate the two resource profiles into two clusters. The Tier 2 cluster will have faster CPU and more memory while
the Tier 1 cluster will have slower CPU and less memory but more disk space.

D. Run both resource profiles on the same cluster with host hardware that has fast CPU, large amounts of memory, and
the fastest storage platform.

Correct Answer: D

QUESTION 5

There is a request for approved virtual machine applications through a new vSphere platform\\'s integrated
automation portal. The platform was built following all provided company security guidelines and has been
assessed against Sarbanes-Oxley Act of 2002 (SOX) regulations.

The platform has the following characteristics:

vRealize Operations is being used to monitor all clusters.

There is a dedicated ESXi cluster, supporting all management services.

-All network traffic is via distributed virtual switches (DVS).

There is a dedicated ESXi cluster for all line-of-business applications.

Network traffic is serviced by NSX-T.
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There is a dedicated ESXi cluster for virtual desktop infrastructure (VDI).

Network traffic is serviced by NSX-T.

The application owner is requesting approval to install a new service that must be protected as per the Payment Card
Industry (PCI) Data Security Standard.

Which additional non-functional requirement should the architect include in the design to support the new service?

A. The vSphere hosting platform and all PCI application virtual machines must be assessed against Payment Card
Industry (PCI) Data Security Standard compliance.

B. The vSphere hosting platform and all PCI application virtual machines must be assessed for SOX compliance.
C. The vSphere hosting platform and all PCI application virtual machine network traffic must be routed via NSX-T.

D. The vSphere hosting platform and all PCI application virtual machines must be monitored using the vRealize
Operations Compliance Pack for Payment Card Industry.

Correct Answer: C

QUESTION 6

An architect is designing a new vSphere platform for a customer to meet the following requirements:
The platform must be deployed into five physically separate sites.

The sites are spread across multiple regions.

Some sites require more than one vCenter Server.

The platform must provide an administrator with the ability to access virtual infrastructure components
across all sites from a single management tool instance.

Which single sign-on (SSO) design recommendation will meet these requirements?

A. Use an SSO domain across all vCenter Server instances

B. Use an SSO domain per region

C. Use an SSO domain per vCenter Server instance

D. Use an SSO domain per site

Correct Answer: C

QUESTION 7

The Chief Operating Officer (COQ) at an organization raises concerns that their virtual infrastructure environment is
vulnerable. Recently, a security-related issue with a virtual machine caused all management services to become
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unavailable. No budget is available in the short term for additional platform investment. An architect is asked to review
the current environment and make recommendations to mitigate concerns.

A virtualization administrator has provided the following details: There is a single four node cluster of ESXi servers
There are two, Layer 2, physical network switches connecting resources The data center network is presented as a
single /16 subnet

Given the information provided, which functional requirement should the architect include in the design to mitigate the
COOs concerns?

A. The virtual infrastructure environment must connect application virtual machines and management services to new
physical network switches

B. The virtual infrastructure environment must connect application virtual machines and management services to
separate distributed virtual switches (DVS)

C. The virtual infrastructure environment must connect application virtual machines and management services to
separate VLANsS

D. The virtual infrastructure environment must connect management services to a vSphere standard switch (VSS)

Correct Answer: D

QUESTION 8

In a meeting to discuss the minimum viable product (MVP) deployment of a new customer-facing application, the key
stakeholder shares details of the application components and the application administrators share details of
performance and integrity tests for the application.

The application will be made up of the following components: A web server

Steps to confirm the web server is operating correctly will take 15 minutes after the application server is online. An
application server

Steps to confirm application server integrity will take 15 minutes after the database is online. A database server

-The database server will be managed by a database administrator, with an agreed service-level agreement (SLA) to
restore and validate database services within one hour.

The existing VMware infrastructure offers a recovery point objective (RPO) of 5 minutes and recovery time objective
(RTO) of 15 minutes through a combination of backups and replication.

In the event of an outage impacting all three application components, how long will it take for the application to recover
and complete all checks?

A. 15 minutes
B. 60 minutes

C. 105 minutes
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D. 90 minutes

Correct Answer: A

QUESTION 9

An architect is tasked with expanding an existing VMware software-defined data center (SDDC) solution so that it can
be used to deliver a virtual desktop infrastructure (VDI) service off-shore development activities.

The production environment is currently delivered across two geographically dispersed data centers. The two data
centers are currently connected to each other through multiple diversely routed, high bandwidth and low latency links.
The current operations management components are deployed to a dedicated management cluster that is configured
with N+1 redundancy. The current VMware software-defined data center (SDDC) has a monthly availability target of
99.5%, which includes all management components.

The customer requires that the new solution scale to support the concurrent running of 500 persistent virtual desktops.
The virtual desktops must not share the same virtual infrastructure as existing virtual machines, but can be managed
using the same VMware operations management components. Any new VDI service management components must be
installed into the management cluster. There is no requirement to back up the virtual desktops because all relevant user
data is stored centrally. The VDI service is providing business critical services and must have an availability target of
99.9%.

Given the information from the customer, which two assumptions would the architect include in the design? (Choose
two.)

A. The existing virtual infrastructure has sufficient capacity to host the new VDI workloads

B. The existing operations monitoring tools have sufficient capacity to monitor the new VDI services

C. The existing management cluster has enough available capacity to host any VDI service management component
D. The management cluster has N+1 redundancy

E. The VDI service has a higher service-level agreement (SLA) than the operations management SLA

Correct Answer: AB

QUESTION 10

A new vSphere platform is being created. The platform will host virtual machines that will run management services and
line-of-business applications.

What should the architect consider when designing the number and type of clusters required?
A. Maximum tolerable downtime

B. Predicted platform growth

C. Auditing requirements for the virtual machines

D. The level of isolation required between virtual machine classifications

Correct Answer: B
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QUESTION 11

An architect is preparing a design for a company planning digital transformation. During the requirements
gathering workshop, the following requirements (REQ) and constraints (CON) are identified:

REQO1 The platform must host different types of workloads including applications that must be compliant
with internal security standard.

REQO2 The infrastructure must initially run 100 virtual machines.

REQO3 Ten of the virtual machines must be compliant with internal security standard.

REQO4 The internal security standard specifies logical network separation for in-scope applications.
CONO1 The customer has already purchased the licenses as part of another project.

CONO2 The customer has five physical servers that must be reused.

Additionally, based on resource requirements, four physical servers will be enough to run all workloads.
Which recommendation should the architect make to meet requirements while minimizing project costs?
A. Use Network I/O Control to ensure the internal security zone has higher share value

B. Purchase additional servers and plan separate, isolated clusters for workloads that must be compliant with internal
security

C. Use a single cluster and ensure that different security zones are separated at least with dedicated VLANs and
firewall

D. Use a single cluster and configure DRS anti-affinity rules to ensure internal security compliant virtual machines
cannot migrate between ESXi hosts.

Correct Answer: D

QUESTION 12

Refer to the exhibit.

During a requirements gathering workshop, the architect shares the following diagram:
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What should the architect recommend for guaranteed throughput for each service?

A. Use explicit failover order with pNICO as Active for ESXi Management and VM Network Use explicit failover order
with pNIC1 as Active for backup network Use explicit failover order with pNIC2 as Active for vMotion Use explicit failover
order with pNIC3 as Active for replication

B. Use the Route Based on IP Hash for ESXi management and VM network Use the Route Based on IP Hash for
backup network Use the Route Based on the Originating Virtual Port for vMotion Use failover with pNIC3 as Active for
replication

C. Create a link aggregation group (LAG) for vDS_01 Use the Route Based on Physical NIC Load for vMotion Use the
Route Based on Physical NIC Load for replication

D. Use the Route Based on IP Hash for ESXi management and VM network Use failover with pNIC1 as Active for
backup network Create a link aggregation group (LAG) for vDS_02

Correct Answer: B

QUESTION 13

A customer provides the following list of requirements for their vSphere platform:

REQO1 The solution should utilize dual network connections to eliminate single points of failure.

REQO2 The solution should allow logs to be retained for a period of 30 days.

REQO3 All user access to the platform should be recorded for audit purposes.

REQO04 The solution should allow the management of multiple ESXi hosts.

REQO5 The solution should allow users to view the remote console of virtual machines.

Which two of the listed requirements would be classified as non-functional requirements? (Choose two.)

A. The solution should utilize dual network connections to eliminate single points of failure
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B. The solution should allow the management of multiple ESXi hosts

C. The solution should allow users to view the remote console of virtual machines
D. All user access to the platform should be recorded for audit purposes

E. The solution should allow logs to be retained for a period of 30 days

Correct Answer: BE
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